lllinois General Assembly:

Pursuant to the requirements within the lllinois Personal Information Protection Act (“PIPA”), 815 ILCS 530/1 et seq., the
lllinois Attorney General’s Office is providing data breach notification of an incident involving stolen court documents.

On or about the afternoon of Thursday, July 13, 2019 or morning of Friday, July 14, 2019, an lllinois Assistant Attorney
General’'s (AAG) automobile was stolen following a Macon County lllinois - Child Support Enforcement - court call. Within
the AAG’s automobile, securely locked within the trunk, were a limited number of court records specific to that day’s court
call. These records contained personal information as defined within PIPA, thus requiring statutorily required breach
notification and reporting to the appropriate individuals, governing legislative body, and lllinois Attorney General’s Office.

After consultation with the AAG’s supervisor, it was determined that the interim storage of case files within the employee’s
automobile was both appropriate and within the scope of the employee’s official duties.

Thank you for your attention this update.

Best Regards,

Matthew W. Van Hise, CIPP/US

Assistant Attorney General

Chief, Privacy Unit

Consumer Fraud Bureau

lllinois Attorney General's Office

500 South Second Street

Sprindfield, IL. 62706

217.782.4436 (voice)

217.782.1097 (facsimile)
mvanhise@atg.state.il.us<mailto:mvanhise@atg.state.il.us>

E-MAIL CONFIDENTIALITY NOTICE: This electronic mail message, including any attachments, is for the intended
recipient(s) only. This e-mail and any attachments might contain information that is confidential, legally privileged or
otherwise protected or exempt from disclosure under applicable law. If you are not a named recipient, or if you are named
but believe that you received this e-mail in error, please notify the sender immediately by telephone or return e-mail and
promptly delete this e-mail and any attachments and copies thereof from your system. If you are not the intended recipient,
please be aware that any copying, distribution, dissemination, disclosure or other use of this e-mail and any attachments is
unauthorized and prohibited. Your receipt of this message is not intended to waive any applicable privilege or claim of
confidentiality, and any prohibited or unauthorized disclosure is not binding on the sender or the Office of the lllinois Attorney
General. Thank you for your cooperation.



