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AN ACT in relation to privacy.

Be it enacted by the People of the State of Illinois,

represented in the General Assenbly:

Section 1. Short title. This Act may be cited as the

El ectronic Privacy Act.

Section 5. Definitions. |In this Act:

"El ectronic nmoni t ori ng" means t he col l ection of
informati on concerning enployee activities or conmunications
by any neans other than direct observation, including but not
limted to the use of a conputer, telephone, wre, radio,
canera, electromagnetic, photoelectronic, or photo-optical
syst em

"Enpl oyee" nmeans any person who perforns services for an
enpl oyer in exchange for financial remuneration, including
part tinme, |eased, or forner enployees.

"Enpl oyer"” neans any person, partnership, corporation, or
other entity engaged in commerce or any other person or
organi zation that obtains the services of individuals in

exchange for financial renuneration.

Section 10. Information that may be coll ected.

(a) An enployer may use electronic nonitoring to collect
any information so long as the information is collected at
the enployer's premses and the information is confined to
t he enpl oyee' s worKk.

(b) Notw thstanding the provisions of subsection (a) of
this Section, electronic nonitoring, including security
caneras, the sole purpose and principal effect of which is to
collect information permtted by this Act, is not prohibited
even if the electronic nonitoring collects sone information

about enployees that is not confined to the enpl oyee's work.
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Section 15. Ceneral notice.

(a) Each enployer that engages in any type of electronic
monitoring shall provide prior witten notice to al
enpl oyees who may be affect ed.

This notice shall provide all of the foll ow ng:

(1) The information that is to be collected.

(2) The nmeans by which this information is to be
col | ect ed.

(3) The tinmes at which the electronic nonitoring is
to occur.

(4) The location of the electronic nmoni tori ng

equi pnent .

(5 The wuse to be made of the information that is

col | ect ed.
(6) The identity of the enployees who wll be
noni t or ed.
However, if an enployer has reasonable grounds to believe

t hat enpl oyees are engaged in conduct that violates the | egal
rights of the enployer or the enployer's enployees and
involves significant harmto that party and that el ectronic
monitoring wll produce evidence of this m sconduct, then the
enpl oyer may conduct electronic nonitoring wthout giving
noti ce.

(b) If an enployer's electronic nonitoring program
i ncl udes the enployer's custoners or nenbers of the public,
then the enployer shall provide notice to those affected.
This notice may take any formthat is reasonably calcul ated

to reach the affected parties.

Section 20. Si nul t aneous notice. Enpl oyers that engage
in randomor periodic electronic nonitoring of enployees
communi cations, such as telephone service observation or
monitoring of electronic nmail, shall inform the affected

enpl oyees of the specific events that are being nonitored at
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the time the electronic nonitoring takes place. However,
enpl oyers who are engaged in a bona fide quality contro
program need not provide sinultaneous notice. A bona fide
quality control programis an enpl oyer programthat neets al
of the follow ng requirenents:

(1) The i nformation collected relates to the
performance of a specific defined task.

(2) The enployer has a witten standard for the
performance of this task

(3) The purpose of the programis to conpare the
performance of enployees performng the task to the
st andar d.

(4) Information is collected on a reasonably equal
basis regarding the performance of al | enpl oyees
perform ng the task.

(5 The affected enployees are given feedback on
the enpl oyer's evaluation of their performance at a tine
when they can reasonably be expected to renenber the

events upon which their evaluation is based.

Section 25. Private areas. No electronic nonitoring may
take place in bathroons, |ocker roons, shower facilities, or

other simlar private areas.

Section 30. Di scl osure. | nf or mati on concer ni ng
enpl oyees that is collected through electronic nonitoring may
be disclosed only (i) with the prior witten consent of the
enpl oyee, although that consent shall not be a condition of
enpl oynent, (ii) to officers, enployees, or authorized agents
of the enployer who have a legitimte need for t he
information in performance of their duties, or (iii) to

appropriate | aw enforcenent agenci es.

Section 35. Non-retaliation. No enployer may discharge,
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di scipline, or in any other manner discrimnate against an
enpl oyee because the enpl oyee has asserted his or her rights
under this Act, assisted other enployees in asserting their
rights wunder this Act, reported violations of this Act, or

participated in enforcenent actions under this Act.

Section 40. Enforcenent.

(a) The Attorney CGener al has t he authority to
investigate alleged violations of this Act. Any enployer who
is found to have violated this Act is guilty of a business
of fense. The penalty is a fine of not nore than $2, 000.

(b) Any person whose rights under this Act have been
abridged may file a civil action. Any enployer that violates
this Act shall be liable to the person aggrieved for special
and general damages, together with attorney's fees and costs.

(c) Any enployer that conmts or proposes to conmt an
act in violation of this Act may be enjoined fromviolating

this Act by any court of conpetent jurisdiction.

Section 45. Waiver of rights. The rights provided by
this Act my not be waived by contract or otherw se, unless
the waiver is part of a witten settlenent to a pending

action or conplaint.
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